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C22) STANDARDIZATION LANDSCAPE IN SECURITY

International Standards natlonal transp05|t|on on a voluntary basis
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Télécommunications All other domains Electricity Electrotechnicity

European Norms: national transposition mandatory for European countries



CC2 EUROPEAN STANDARDIZATION

Standardization mandates from  European Commission

IM/XXX M/460 eSignature M/487 Security -

GC cyber security @ I

CEN TC 391

Societal
Citizen

Security

NumerousTCs et Pcs dealing with sectors :
* Airport security services
» Harbour security services
» Supply chain security
* Individual protection (EPI directive) @ -> CEN TC 262
e Smart Grid
e Alarms...




C2Aa CENTC391

CEN/TC 391 “Societal and citizen security” has expre  ssed a
strong interest in standardization in the field of CBRN .
B Risk assessment, risk awareness and risk management

=» Launch in May 2011 of ETE (CBRN — Education, Training and

Exercises) project
B Guidelines for 1st responders training and formatio n

=>Launch in Febr. 2012 of VAPPAR (CBRN Vulnerability Assessment
and Protection of Population At Risk)
B Methodology for vulnerability analysis



C2A THE CE M/487 MANDATE

Objectives: Build the interior market of European Union In the field of
homeland security

B Contribution to a trans-border security inside EU
B Need for a governance and a European policy
B Harmonization and reinforcement of competitiveness with security standards

Program description

B PHASE 1 : Preparatory study giving an inventory of security standardization
iInside Europe (mid 2012)

B PHASE 2 : For each selected domain, identify specific needs and propose
action plans (road map for mid 2013)

W PHASE 3: Set-up of dedicated standardization programs

Mandate CE M -487 given by European commission to CEN (+ NEN — NL)




Security of the Citizens

Organised Crime
Counter Terrorism

Explosives
CBRN

Fire hazard
Security of infrastructures and utilities

Building design

Energy/Transport communication grids
Surveillance

Supply Chains

Border Security

Land border / Check Points
Sea Border
Air Border

Restoring security and safety in case of crisis

» Preparedness and planning
* Response

Recovery




- 4 Network of Testing Facilities for
CBRNE detection equipment
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Final Presentation, Brussels May 2011




Standardization needs |

R: many standards (ANSI, IEC, IAEA) avallable

— Don’t reinvent the wheel - transfer of existing standards to
European (CEN/CENELEC) in progress

C: develop European civilian standards

B: start work on harmonization of protocols for testing
(aerosol generation, simulant agents)

E: develop European standards

seek cooperation with ECAC and military to
make use of available knowledge

=» Operational testing needs

Final Presentation, Brussels May 2011



C2A DECONTAMINATION BACKGROUND
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Optimisation through Research of Chemical incident Decontamination Systems
Validation et optimisation de I'efficacité de protocoles
de décontamination de masse

Juin 2008 - Juin 2011

www.orchidsproject.eu +
x— Richard Amlot, Vicky Edkins, Rob Chilcott, Jo Lamer,
P Rhys Jones, Mike Hiley, Anne Dempsey, Joe Egan #fir, Y
s mee 2 ® & John Simpson Ry

Health Protection Agency (HPA), UK

Marianne Tunell, Ola Claesson & Gudrun Cassel 0 FOI

Swedish Defence Research Agency (FOI), Sweden

Kamil Kuca & Jiri Cabal 9 RETEX of French fire
University of Defence (FMH), Czech Republic ' brigades

Denis Josse & Catherine Cruz g
Army Biomedical Research Institute (IRBA), France : A
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Project partners are:

Coordinator: Assoc. Prof. Dr. Agneta Hénell Plamboeck
agneta.plamboeck@cbrne.umu.se
Project Manager: Assoc. Prof. Dr. Svenja Stoven
svenia.stoven@cbrne.umu.se
EUROPEARN
—
CBRNE
=
CENTER at Umea University, Sweden

for life

,,ﬁealth a FFI Forsvarets
otection forskningsinstitutt
Eg*-'_ '_ 1 Norwegian Defence Research Establishment

Key data: Project start  April 2012
Duration two years
Budget 1.2 mill. €
Here we could already give the dates for the
external workshops

Standardisation of
Laboratory Analytical Methods

an EU FP7 Security Project and Coordination action
www.cbrnecenter.eu/project/slam/

Obijective: review the needs for
standardisation of CBRN analyses and
suggest a road ma their imple-
mentation in Europgg@hn member states.

SEVENTH FRAMEWORK
PROGRAMME




FRENCH ORGANISATION TO COVER SOCIETAL SECURITY
—— STANDARDIZATION

Technologies
JTC 1 SC 29

OTAN
NIST

Fench Standardization Commission

REFUBLIQUE FRANGAISE

Premier ministre for SeCU rlty

7 and Citizen Protection

CN GT 2

Video Coordination Grl

Resilience

surveillance rescue



FENCH STANDARDIZATION COMMISSION FOR SECURITY

AND CITIZEN PROTECTION

3 working groups

B GT1: resilience and activity continuity

B GT2: coordination of crisis management actors
B GT3: technologies (started January 2012)

= Objective: strengthen the national positions in area with high impact on
resilience, sovereignty and competitiveness

== Differentiation : minimal standards excluding « low cost / low performance »
technologies

== |_aunching of short term (12 months) standardization actions in connection
with institutes, French companies, public authorities and end users (security
services, operators,...)

= Proactive action which will permit to propose at European scale standards
projects (CEN TC 391)

= CBRN-E area has been identified as a key area



French GIE Defense NBC

e For more than 30 years, the French CBRNE Consortium
“Defense NBC” close the gap between CBRNE defenders
and industry.

e Key Points :

17 companies

Small, medium size, international groups
From R&D to systems and equipment delivery
Full set of expertise and products
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Bruno Vallayer Ph.D. - Chairman
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Global security
at CEA

INFORMATION
SYSTEMS

Seclre components
Software security
Data Analysis

CBRN-E THREATS

Devices, treatments
and decontamination systems

/ \
FIGHT AGAINST
TERRORISM " |

/ $ -

/" TRANSPORT AND SITE SECURITY
security by design
Surveillance (video protection, automatic detection.. |
Monitoring and Screening (¥, neutrans, THz, containers...




Bring a support to French authorities (SGDSN,...) for risk & threat
analysis, expression of needs,... facing up to CBRN-E terrorism

Examples of scenarios

B Nuclear: improvised nuclear devices,...

B Radiological: radionuclide dispersion,...

B Biological: toxins in food, Anthrax spores dispersion,...
B Chemical: dispersion of chemical industrial toxics,....
B Explosives : homemade (human bombs, luggage...)
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SGDSN

State the needs expressed by authorities in technol ogically focused
research programs

Objectives

B Prevent the crisis: sizing, detection as soon as possible

B Manage the crisis: 15t responders and authorities support

B Mitigate and restore : diagnosis and therapeutic approach, decontamination

Contribute to improve the national CBRN-E response capacities

B CEA participation in national emergency N/R response organization
B Dissemination of innovative technologies (1st responders, operators,...)



The CEA, a prominent player in R&D and innovation has an extensive
expertise on CBRN/E threats and a portfolio of related innovative
technologies.
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3 SHORT TERM PRIORITIES FOR CBRN TECHNOLOGIES

< STANDARDIZATION (1)

N/R detection

B Operational use of detectors (first, handheld then beacons and portals)
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cea N/R detection applicable standards

Pocket detectors

B Detection without identification : IEC 62327 and ANSI N42.32
B Detection with identification : IEC 62618 and ANSI N42.48

Handheld detector

B High sensitivity gamma detector : IEC 62533
B High sensitivity neutrons detector : IEC 62534
B Handheld detector y+n with identification : IEC 62327 et ANSI N42.34

Portable detector

B Portable detector y+n with identification : IEC 62327 et ANSI N42.34
B Back pack : ANSI N42.43

Detection portal

B detection portal y+n without identification : IEC 62244 et ANSI N42.35
B detection portal y+n with identification : IEC 62484 et ANSI N42.38

Mobile or transportable detector

B Mobile detector : ANSI N42.43
B Transportable detector : ANSI N42.43 18



Many existing standards for detectors (hand held, portals,...)

Similar requirements for CEIl et ANSI standards (e.g. IEC 62484, ANSI N42.38
and ANSI N42.43)

Same standard for various types of detectors (e.g. : ANSI N42.43 for back pack
detectors, mobile detectors and other portable detectors)

Standards requirements can be very far from some operational uses of detectors
(e.g. : high false alarm rate for an autonomous beacon - 1 alarm for 1000
measurements)

Need of a standard for operational use of N/R detectors (first handheld)
Including:

Use rules,

Operators training

Calibration, material durability, maintenance

Operational conditions of use

Interoperability of the detectors, definition of a data format exchange

Needs in terms of field tests 19



3 SHORT TERM PRIORITIES FOR CBRN TECHNOLOGIES

STANDARDIZATION (2)

B detection
B Evaluation methodology of B detection technologies
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EVALUATION METHODOLOGY OF A B IDENTIFICATION

TECHNOLOGY

B Standards (protocols) for the evaluation of “on field” B detection and identification
technologies

== \Why: there is no existing standards to homogenize performances measurement and
presentation (specificity, sensitivity, ...)

== |mpact:
- more easy and scientifically based comparison from one product to another,

- robust criteria for decision makers

Need of a standard including:

B Standardized list of targeted agents (list of representative simulants)
Type of samples (collection mode, biological backgrounf)
Interferents
Specificity tests
Testing methodology

Performance calculation methodology

Data format exchange...



3 SHORT TERM PRIORITIES FOR CBRN TECHNOLOGIES

STANDARDIZATION (3)

Decontamination

B Evaluation of performances of products for skin dec ontamination (N/R then C&B)
B Evaluation of the performances of a decontaminant on references substrates (coming soon)
B Evaluation of the performances of a decontamination chain (next)
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EVALUATION OF THE EFFICACY OF DECONTAMINATION

DEVICES & PROTOCOLS

B Standards for the evaluation of the efficiency of decontamination devices &
protocols

== \Why: there is no existing standards to homogenize technical results (efficiency,...)
based on standard test methods for decontamination devices & protocols

== |mpact:
- more easy and scientifically based comparison from one product to another,

- robust criteria for decision makers

Need of a standard including:
B Standardized list of targeted agents (list of representative simulants)
B Type of samples (reference substrate, simulants of human skin)
B Testing methodology
B Definition of analytical performances

B Performance calculation methodology



C2A CONCLUSION

A real need for the definition of new technological standards

B Performance standards are not a priority

B A real need for methodological standards (evaluation & testing, operational
use,...)

B A real advantage in terms of competitiveness (compared to imported low
cost products...)

B A concrete proposition to EU needs
B An opportunity to merge defence and civilian requirements in the field of

testing methodology

B A basis to engage discussions with US partners



Meet us:

w
COUNTER
TERROR EXPO

11th International Symposium on
Protection against Chemical and
Biological Warfare Agents
(CBW Protection Symposium)
Stockholm
June 3-5 2013
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